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DOT Information Assurance
• FISMA compliance and enhancements

– OMB’s ISS LOB (training and FISMA reporting)
• Enhancement of the DOT’s Computer Incident 

responses centers towards :
– The development of a DOT consolidated Cyber 

Security Management Center
• Acquisition and deployment of enterprise wide IA 

technologies (AV, Security Configuration Agents, 
Encryption etc)

• Building and sustaining a security awareness 
work force



Strategic Objectives
• Achieve zero cyber security events that significantly 

disable or degrade FAA service 
• Begin a phased integration of logical access controls 

into the DOT’s  Common Operating Environment
• Deployment of improved cyber protection technologies 

and processes that are integrated into the new DOT’s 
headquarter a in transparent manner – harden 
systems

• Increase the capability to collect, correlate, fuse, store, 
and use attack and incident data to manage and 
recover from incidents (Cyber and PII). 


